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Web Hack  / SQL ├Ԅ

Select * from table_name where id=1http://site/news.php? id=1

Select * from table_name where id=1 ɋhttp://site/news.php? id=1 ɋ



Web Hack  / SQL ├Ԅ

http:// site/news.php? id=1 union select 1,2

http://site/news.php? id=1

http:// site/news.php? id=1 union select 1,2,3



Web Hack  / SQL ├Ԅ / 

http://site/news.php? id=1 union select 1,2,3

₅/ ֺχid ᴠᾭ￼ ᶚεintζ

εᴠ χsecurity.database.sql - injection.php ζ

ֺχid ҽԄ ẑ￼ ẙ

εᴠ χsecurity.database.sql - injection.php ζ

Ӕּז ESAPI
εᴠ χOWASP ESAPI Projectζ
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XSS Phishing

0_hotmail-phishing2.mp4
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Å Ѳ ◒

Å₅ᶹ Ậּז

ÅOWASP ESAPI
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Ẃ ѕ јẾẕ￼₅ΆẪ

JavaScript
῞ᶉ 

<script type="text/javascript">

var validFilesTypes = ["png", "jpg", "jpeg", "gif"];

function ValidateFile() {

var file = document.getElementById("<%=FileUpload1.ClientID%>");

var filePath = file.value;

var ext = filePath.substring(filePath.lastIndexOf(".") + 1, filePath.length).toLowerCase();

var isValidFile = false;

for (var i = 0; i < validFilesTypes.length; i++) {

if (ext == validFilesTypes[i]) {

isValidFile = true;

break; } }

if (!isValidFile) {

alert(" \n\n" + validFilesTypes.join(", "));

}

return isValidFile;

}

</script>
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Ẃ ѕ јẾẕ￼₅ΆẪ

HTTP

ԒḲα᷂ β 

POST 

http://site/upload.php?action=save&amp;formID=Form&amp;objID=pic&amp;rnd=2015/5/25%2023:

28:59 HTTP/1.1

Accept-Language: zh-CN

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/6.0)

Content-Type: multipart/form-data; boundary=---------------------------7df1d91e0234

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Content-Length: 90759

Host: site

Pragma: no-cache

Cookie: JSession=B43DA7E6760C2EA28DB5822D2421C89F; 

-----------------------------7df1d91e0234

Content-Disposition: form-data; name=ñfileò;; filename=ñc99.phpò;

Content-Type: text/plain

<?php

//Starting calls

if (!function_exists("getmicrotime")) {function getmicrotime() {list($usec, $sec) = explode(" ", 

microtime()); return ((float)$usec + (float)$sec);}}

error_reporting(5);

@ignore_user_abort(TRUE);

..................................

...............................
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ΐזᵷ
ᾑҬ ᶙ 

c99.php + wallpaper.jpg = wallpaper.php;.jpg

mime_content_type( ñwallpaper.php;.jpgò) = image/jpeg
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Å 

http://site/private_msg.php? id=1

http://site/private_msg.php? id=100
1
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Å 

http://site/download.php? file=/upload/abc.rar

http://site/ download.php? file =../../../../../../etc/passwd
2
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Å 

http://site/file.php?id=3& type=view

http:// site/file.php?id=3& type=edit
3
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Åўח

₇ẁַײ

[USER]  -> A  ->  B  ->  C

ᴍ ײַ

[USER]  -> A  ->  C

[USER]  -> C  ->  B

[USER]  -> C
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῭Έῼ ῭Ḣᾯ￼ḟԄ ד
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Åᴭҧ

Åἧᵻᴭҧ
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Åἧᵻᴭҧ
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Åἧᵻᴭҧ
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Web Hack  / ӡỤ
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Å ḧѲHTTP 500 ӡỤԓḳ

ÅּזἋᴦ ӡỤṓ ₩
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ÅApache / Nginx / IIS

ÅTomcat / WebLogic / WebSphere

ÅStruts2 / Spring / Hibernate

ÅLaravel / Flight / Yii / ThinkPHP

Åɚɚɚɚɚɚ

Åɚɚɚɚɚɚ
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Ἔὼᵸ

ÅAppScan / AWVS / Nikto / W3AF

ÅWapiti / SQLMap

ÅMod_Security / ISAPI Filter

ῄỐ֫‘

Ågrep / awk

ÅLogParser
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Windows Hack  / ּזἋ

SID Security Indentifers

SID ᾴ Windows ὺӏ ḽⱴỦַײᵩ ַ 



Windows Hack  / ּזἋ

SID Security Indentifers

S-1-5-21 -227282834 -4902751233 -3986278212 -500

SID-ӡ Ӡ - ᴦῡῶ-ḑῡῶӠ ḽIDαגּ- Ԓβ



Windows Hack  / ּזἋ

ᵗҦσ wmic useraccount get caption,sid

C:\Users>wmic useraccount get caption,sid

Caption                             SID

Comp\Administrator          S-1-5-21-2256973234-4228750033-3446299212-500

Comp\Guest                      S-1-5-21-2256973234-4228750033-3446299212-501

Comp\HomeGroupUser$  S-1-5-21-2256973234-4228750033-3446299212-1002

Comp\python                    S-1-5-21-2256973234-4228750033-3446299212-1000
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їזּ ⱴỦײַ
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SID јⱴỦᵃїּגԊᴢSIDַײїᴴᶵֹ
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NTFS іַײ EFS וḷ
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C:\>cipher

C:\

U alipay
U CFLog

U Downloads
U Program Files
U Program Files (x86)

U Python25
U Python27

U SWTOOLS
U Temp
E test.txt

U TimeEventNSIS.log
U UpdateChromeLinksLogs

U Users
U Windows

C:\>cipher /x
PFX 

python_cert.pfx
.PFX :

:

EFS 

EFS וḷ ј EFS Ѿᶴү
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SMB/CIFS ј NTLM
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WMI αWindows Management Instrumentation β

Å TCP 135

Å

Å

Åéééé

Åéé
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GPEdit.msc

Å ἋḸ צּ

Å Ἃ ḧ צּ

ÅḠԅḬ⁄ צּ

ÅּזἋ  ֫

ÅԎҤḠԅ צּ



Windows Hack  / Ḡԅ צּ



Windows Hack  / Ḡԅ צּ
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EventVwr.exe

ÅẔּזῄỐ

ÅḠԅῄỐ

Å ῄỐ



Windows Hack  / ῄỐ

ẔּזῄỐχ ѕΆẔּזꜛỗ



Windows Hack  / ῄỐ

ḠԅῄỐχḬ⁄ צּ



Windows Hack  / ῄỐ

ḠԅῄỐχ︡ẹ ѭḬ⁄

2 χҐҊẪ︡ẹ
3 χ ︡ẹ
7 χּזἋ
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Windows ᵅ ₅χẂ ɋɋ Autoruns
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Windows Hook ɋɋ PC Hunter
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Windows Ṫԏ ɋɋ Sysinternals

http://live.sysinternals.com/
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UIDUser Indentifer

UID ּגḽ SID Ήו ᴄ ὓבּ



Linux Hack  / ּזἋ

UIDUser Indentifer

UID = 0 εӜᾴ root root@Sec:~# grep test /etc/passwd

test:x:1001:1001::/home/test:

root@Sec:~# id test

uid=1001(test) gid=1001(test) groups=1001(test)

root@Sec:~# vim /etc/passwd

root@Sec:~# grep test /etc/passwd

test:x:0:1001::/home/test:

root@Sec:~# id test

uid=0(root) gid=1001(test) groups=0(root)



Linux Hack  / passwd & shadow

/etc/passwd

nobody:x:99:99:Nobody:/:/sbin/nologin

: :UID:GID: : :shell

/etc/shadow

root:$1$ldYmgH8A$UWj6aj4a3Gn4KsrxWo0:13661:0:99999:7:::

Salt 4096



Linux Hack  / passwd & shadow

root@Sec:~# ls -l /etc/passwd /etc/shadow

-rw-r--r-- 1 root root 1212  5 26  23:20 /etc/passwd

-rw-r----- 1 root shadow  773 5 26 23:20 /etc/shadow
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⅛Ѧᾰҭѧ

ᵍӡỤץ

ᾰҭἍῶ ￼UID/GID

ᶚιᶽṇιӈ

ֳấῊ ι Ὴ ιӢᾡῊ

  ӡỤεPermission Bits ζ

ᾰҭ￼ inode



Linux Hack  / ᾰҭ

root@Sec:~# df -i

Filesystem              Inodes IUsed   Ifree         IUse% Mounted on

/dev/mapper/Sec-root 1228800 65834 1162966    6%       /

none        126302     2  126300     1% /sys/fs/cgroup

udev               123510   488 123022     1% /dev
tmpfs                126302   543  125759     1% /run

none                  126302     4  126298     1% /run/lock

none                    126302     1 126301     1% /run/shm

none                    126302     2  126300     1% /run/user

/dev/sda1                62248   298   61950      1%       /boot

ᾰҭ￼ inode



Linux Hack  / ᾰҭ

Permission Bits

root@Sec:~# ls -l /etc/passwd

-rw-r--r-- 1 root root 1212  5 26  23:20 /etc/passwd

-rw-r--r--

ᾰҭ ᶚ | Ἅῶ   Ἃזּ |   | ԎҤּזἋ 
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Permission Bits

ᾑҬ ᶙ

- ῞ ᾰҭ

d  ẹ

b  block

c  character

l   symbolic link

p  pipe

s   socket

ΰ  

r   

w  ֒

x   Ἒ

s   setuid , setgid

t   ӊӈ
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Permission Bits ɋɋ ᴎ ￼SetUID

root@Sec:~# ls -l /usr/bin/passwd

-rwsr-xr-x 1 root root 47032  2 17  2014 /usr/bin/passwd
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Permission Bits ɋɋ ᵤҎᾰҭ ҃SetUID

root@Sec:~# find /usr /bin -perm -4000

/usr/bin/at

/usr/bin/sudo

/usr/bin/chfn

/usr/bin/pkexec

/usr/bin/newgrp

/usr/bin/mtr

/usr/bin/chsh

/usr/bin/gpasswd

/usr/bin/passwd

/usr/bin/traceroute6.iputils

/usr/sbin/pppd

/usr/sbin/uuidd

/usr/lib/policykit-1/polkit-agent-helper-1

/usr/lib/dbus-1.0/dbus-daemon-launch-helper

/usr/lib/eject/dmcrypt-get-device

/usr/lib/openssh/ssh-keysign

/usr/lib/pt_chown

/bin/mount

/bin/su

/bin/umount

/bin/fusermount

/bin/ping6

/bin/ping



Linux Hack  / ᾰҭ

umask

[root@RHEL5 home]# umask
0022

[root@RHEL5 home]# touch file1
[root@RHEL5 home]# ls -l file1
-rw-r--r-- 1 root root 0 Jul 26 07:17 file1 
(644)

[root@RHEL5 home]# umask 0066
[root@RHEL5 home]# touch file2
[root@RHEL5 home]# ls -l file2
-rw------- 1 root root 0 Jul 26 07:18 file2 
(600)

[root@RHEL5 home]# umask 0
[root@RHEL5 home]# umask
0000
[root@RHEL5 home]# touch file3
[root@RHEL5 home]# ls -l file3
-rw-rw-rw- 1 root root 0 Jul 26 07:25 file3 (666)
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  ῳ⸗℮￼ ẹ ɋɋ / tmp

root@Sec:~# find / -perm -0777 -type d

/var/crash

/tmp

/run/shm

/run/lock Ἅῶ Linux/UNIX ѧ Һḕᶈ￼ 777 ẹ


